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Configuring the Syslog Feature

Applies to: Syslog setup in SmartZone

If you desire to set up a syslog in the SmartZone™ Software as an
Objective: optional feature, the following technical reference will walk you through
the setup of a syslog and syslog daemon using Kiwi as an example.

Description

Syslogs are typically used for computer system management and security audits and are
supported by a wide variety of devices and receivers across multiple platforms. Because of this,
a syslog can be used to consolidate log data output and events from many different types of
systems into a central repository.

Performing the Procedure

1. Obtain the Kiwi Syslog Daemon 9.2 file download, and a file download screen will appear.

|

Do you want to open o1 save thiz hile?
% Mame: SyslogServer-v9.zip

Type: ZipCenbral File, 31.1 MB
From:  downloads. solarwinds.com

Dpen I Save

¥ Alwaps ask before apering this type of fle

w'hile filez from the Intermst can be uzeful, some fles can potentially
hann your computer. IF you do mot trust the sowce. do rot open of
save this file. What's the risk?
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2. Choose Save to save the SyslogServer-v9.zip file to your system, and the file will download to
your local computer. Extract the Kiwi_Syslog_Server_9.2.0.setup.exe file from the
compressed file and double click to execute.

28% of SyslogServer-v9.zip Completed

Saving:

SyslogServer-v3.zip from downloads. solanwinds. com
Estimated time laft 18 sac (6.63 MB of 31.1 MB copiad)
Downlosd to: CiiDocuments a...\SyslogServer-v9.zip
Transfer rate; 1.23 MBfSec

I™ Close this dialog box when download completes

[pen I i:=pr:r-|_':ﬁ':|er|| Cancel I

3. After reading the license agreement, choose | Agree to begin the installation.

S3 Eiwn Syshog Server 9.7.0 Installer _.'L]IJJ."_'IEI
Lezense Agseement

solarwinds Flacse revime the boerse beims bef ore irstaing iw Syiog
EServer 9.2.0.

Press Page Down ko see the rest of the sgresment.
SOLARWINDS r—_]

EMD USER LICENSE AGREEMENT

IMPORTANT — READ CAREFULLY BEF ORE USING THIS
SOFTWARE: THIS IS A LEGAL AGREEMENT BETWEEN YOLU
([EITHER AM BMOMDLLAL OR A SINGLE EMTITY) aND
SOLARWINDS WDHLD'-I‘-J?DE_ LLC COVERING \’OUF\‘ USE OF *]

BT AT TTH R SRR T SR TITT R R G TR SR T b e

1F 0w accopt the e h‘hm mrmu{m ol mst accept the
aaamant b netall Fiva Syilog Server 9.

Fnaee || frcas |
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4. Choose whether to install the syslog daemon as a service or as an application and
choose Next to bring up the service installation screen.

S5 Kiwi Sysheg Server 920 Installer T P sl 1 |

Choose Dperating Mode
solarwinds Thes progran can be run a5 & Servios or Application

ﬁ'i inll K Syliog Sexvev o5 & Euljml
This option instolls Kivd Svslog Server &5 & Windorrs service, allovdng the
program Eo run without the need for & dear ba kgin o Windows. This option slso
irestasls Lhe Ko Syrslion Semver ManaQer which is used ta condrol the service.

™ Install Kiei Syslog Sesver az an Application

Thits opbion instals Kivd Syskog Server as o bypical Windows applcation,
redquiring a user bo kogin bo Windows before nunning the: spplication.

< Back Heat > concel |

5. Choose the account in which the daemon will be installed and choose the Next button
to bring up the Web Access screen.

=3 Ciwi Syslog Server 2.0 Installer S P il S |
Seawice Inslall Oipkions
solarwinds Choose the acoount that vou would Bke bo use bo irctal the Kva
A,

RO TANT NOTICE: B you are folt g the LocalSyskam accourt to install the sarvics
Hhesn you MUEST use an acoounk that ks & member of the local Adminestrabors group.

~Install the Servace using:

 pn Admin Accours: |
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6. Uncheck “Install Kiwi Syslog Web Access” and choose the Next button to bring up the
Components screen.

£2 Kiwl Syslog Server 9,20 Installer i Pl 3
Install Eiwi Syslog Web Access
solarwinds oot wvimwang, Filbewing and highiighting of Siyslog events...
r Creale o new Weh Scceer lopgmg e m K Seglog Serves

| K Syslog Web Access can only be ensbled in the kcensed or evalustion versons of K
| S0 Server.

-cﬁaclclum:-l-cml

7. Choose the syslog daemon components you want to install and choose Next to bring up
the Install Location screen.

i_;xw.u Syshog Server 920 Inskaller _.1 ‘I":!ﬂ
Chooze Components
solarwinds A o
instal.
This vall install Kiva Syslog: Server varsion 9.2.0
sekctthetype ol et | |
£ e i e Progeam fles required)

wmmm [#] Shertcuts soply to o users
' [v] Add ek merw shortout
[¥] 2dd Deshiog shorbeut
[¥] Add ekt aunch shoetout
[] Add Start-up shortout

Space requred: 49,2V
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8. Choose the location in which the software should be installed and select the Install button
begin the installer.
£2 Kl Syslog Server 9.2.0 Installer _:.]alglﬂ

© [hoose Install Location
SOlarwiINGS © choose the Folder in which bo install Kiud Syshog Servar .20,

Setup wil instal i Syslog Server 9.2.0 in the following folder, To instal in & diferent
Foder, clck Browsa and selact ancther Folder, Clck Instal to start the instalation.

Destirution Fokder

Space requred: 49,248
mmﬂﬂr 177.658

Solariins; Ire.

cpok [ pmal | oo |

9. Once the installation is complete, you will be prompted with a final installation wizard screen.

&3 Kiwi Syslog Server 9.2.0 Installer _lf a El! )CI

Completing the Kiwi Syslog Server
9.2.0 Setup Wizard

e Syshog Server 9.2.0 has besn irstallad on your
CONTUREr,

Chek Firich bo cloge this wazard,

¥ Bun kil Syrslog Server 9.2.0)

Wisik the SolarWinds website

<gac [ omen | ceent |

10. Select the Finish button to complete the installation.
Configuring the Syslog File

1. Configure the syslog configuration file on the SmartZone™ server to point to the location
of the syslog daemon by updating the SYSLOG.properties file in c:\Program
Files\PANDUIT Physical Infrastructure Manager\jboss\server\ pvng\conf folder as below:

www.panduit.com S)
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LOG_SERVER=192.168.0.37 <ip_address where syslog daemon is running>

DEST_PORT=514 (default port for UDP)

FACILITY=23 JaN Information listed in red will be dependent
upon your own system configuration.

TAG=PanView iQ

/[Trap Severity mapping to Syslog severity
/ISyslog severity Emergency=0, Alert=1, Critical=2, Error=3, Warning=4, Notice=5, Info=6, Debug=7

CRITICAL_TRAP=4 MAJOR_TRAP=4
NORMAL_TRAP=6 MINOR_TRAP=6

DEFAULT=6

Note: The numbers above correlate to the severity/priority the event will be assigned in the syslog
daemon. For example, when a Critical alarm is generated (CRITICAL_TRAP=4 and Syslog Severity
Warning=4) the alarm will be reported in the syslog as a Warning.

2. Make sure the port number in the syslog.properties file matches the port number in the syslog
Daemon Setup.

(B ki syslogserverSetap i3 e 5
b 48 T O o - W UDP LIDP input ogtions
= Famafng a
Custom e formats J ¥ Laban bee UDP Sirtiog rsdeagss
Custorn D8 loesmats LIOF Pt {1 - E5535) 514
= DN Riesohution
DS Sehup Biinad b0 acdcdiess 1921803
D5 Caching
Mudni Dhats sncocding Spsiem -
Sengting
Driplery
Sghn st irecoe
E-mad

= ST
Min mesape cound
e prosciobges focuanl
Dk spasce mondo
Mestags queiss monibon
= Inputs
[ owe ]
TCP
Seoue TCP
SHMF
Enegrabos
Tt metpange
Dvef sols oL E speced
Poodhact Ulpdates -

o | ok | ced | s |
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3. After the syslog configurations have been saved, restart the jboss server.
4. Invoke the SmartZone™ client and perform a successful login.
5. Monitor the Syslog Service Manager and verify that the events are reported.

4 Eiwi Syslog Service Manager {Yersion 9.2)

Bie Edit  Yew Manage Help

2] @ 4 B o [pisplay 00 (Detaun) =
D ate i Time I Priority i Hostname |Hmnpn

03-02-2011 073724 Local/Info 192.168.06 Mar 2 07:37.24 Monzonite PanView i); Device Deleted, Device Deleted,

Uzemame: admin

Device Name: 00 00 81 AD CD 0

IF Addiozs:

Ererroer—Fype—Erdpoimt-evee

03-02-2011 07:36:59 Localf lnfo 192168006 Mar 2 07:36:59 Monzonite PanView il): User Logged In. User Logged In.
Usemname: admin
IF Address: 192 168.0.6

[1o0% [2mPH |

As they are reported in the SmartZone™ Event Management window:

) feert Manegement Pandiit Pliyabcal Biff astructises Mansger = o
. Event Management 8 e samn e um [ [ L B8 O W

-Dewies Event Menagensaent

+ T | Status TimeDate Deviee Hame  Dowies I Devics MAT  Seuerlty Descriplion Port |
= W Vsl Confsnes Jo0 LY 20010500 073724 A, LTS (TN OR Device Dedsledl o
s @ Unpeevisionsa i [0 20010000 07-36:59 MIA, MK Mk MO Uer Logged in 0

As more severe events are generated, you will see the change in priority in the syslog
daemon. You will also see all details of the event reported in the syslog daemon.
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E £, Kiwi Syslog Service Manager (Version 9.2)

Be [ Yew Honsge Heb

A B [Display 00 [Defaul)

=l

L

Date | Time | Prioiity

IHWIIIM

03-02-2011  07-46:01  Local? Info

03-02-2011  07:46:44 Localf Waming 132.168.0.6 Mar 2 07:4E:44 Monzonite Paniew i): Unauthorized Single-End. Unauthonzed Single-End.

Cosd Type: S-wire

MAC: DDDF3cO058ce

Post: 22

Offset: 3

Rack Mame: Test Rack

Rack Position: 22

Device Mame: TestEM1-2 Flat
Request |D: 3

ar -4b: onzonite Pan¥eew 1. Unauthorzed Dizconnect. Unauthoized Disconnect.

Paost: 23

Offset: 3

Request |D: 3

Rack Name: Test Rack
Rack Position: 22

Device Hame: TestEM1-2 Flat

mm

Offset: 3
MAC: DDDMSeDI%Eee
Mode: Secure

192168006 Mar 2 07:46:01 Monzonite PanView ill: Mode Change. Mode Change.

Dffset: 3
WAL MNNFSeMSRse

| 100% [10MPH |

m Ewart Mansgament - Pandoe Mysicsl Infrasiroctuee Mansger

www.panduit.com

1 * 200 12302 OF 4641 T==1EM1.2 Flat
|5 W 2011-20.02 0P 4015 TesiCMA-2 Nt

Fo W 0RO ORABOT TaedEMA 3 Fiat
{5 o 20110302 O 4600 Te=1EMT -2 Fist

ufl b antse v s e
fo W 2011231 13 3mA2 A
[ ZOT-33-00 VS0 PR
(i 20190241 122729 smoodsw
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End State

You have successfully set up a syslog feature in SmartZone.
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