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Overview

Panduit is aware of the vulnerability known as Spring4ShellZeroDay impacting Spring
Framework, an open-source code project frequently used by applications and services
from a variety of vendors.

At this time, we are not aware of any Panduit products that are affected by the
vulnerability.

e SynapSoft software (all versions) is not impacted by this vulnerability.
e SmartZone software (all versions) is not impacted by this vulnerability.
e SmartZone Cloud software (all versions) is not impacted by this vulnerability.

For more information about Spring4ShellZeroDay, please visit the Spring Blog pages about
this vulnerability:

https://spring.io/blog/2022/04/01/spring-framework-rce-mitigation-alternative
https://spring.io/blog/2022/03/31/spring-framework-rce-early-announcement
https://tanzu.vmware.com/security/cve-2022-22965
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